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Literacy - From Awareness to Action

Executive Summary

On this webinar, Bas Overtoom, Global Business Development Director at Nemko Digital,
presented a comprehensive methodology for developing Al literacy programs within large
organizations. Drawing from Nemko Digital's 90-year heritage in product compliance and their
recent expansion into Al governance, this session provided actionable insights for building
organizational Al capabilities that extend far beyond technical training to encompass ethics,
governance, risk management, and strategic business application.

1. Understanding the Foundation: What is Al and Al
Literacy?

Defining Al in the Modern Context
Overtoom began by establishing a clear definition of Al based on the EU Al Act framework:

"Al is a machine-based system designed to operate with varying levels of
autonomy, capable of making decisions or taking actions without direct human
guidance.”

This broad definition encompasses:

Generative Al systems (like ChatGPT, image generators)

Predictive algorithms (recommendation systems, forecasting models)
Decision-making systems (autonomous vehicles, trading algorithms)
Any automated system that can operate independently to some degree

The True Meaning of Al Literacy

Al literacy transcends technical knowledge and encompasses four critical dimensions:
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1. Technical Understanding - Basic comprehension of how Al systems work
2. Risk Awareness - Recognition of potential dangers and limitations
3. Ethical Considerations - Understanding moral implications and bias issues
4. Business Application - Ability to effectively implement Al in organizational contexts

Key Insight: Al literacy is fundamentally about developing human competence to deal with Al
systems responsibly and effectively, not just understanding the technology itself.

2. The Business Case: Why Al Literacy Matters Now

The Dual Nature of Al Impact

Overtoom highlighted both the tremendous benefits and significant risks associated with Al
deployment:

Al Benefits Across Sectors:

Healthcare diagnostics and treatment optimization
Educational personalization and accessibility
Business process automation and efficiency
Innovation acceleration across industries

Al Risks and Real-World Consequences:

Social Impact: Cases of teenagers affected by Al chatbot interactions leading to
self-harm

Safety Failures: Autonomous vehicle accidents due to system limitations

Trust Erosion: Deep fake technology undermining information authenticity
Business Liability: McDonald's Al ordering systems making incorrect decisions
Financial Impact: Airline chatbots making unauthorized commitments (free tickets)

Four Critical Business Drivers for Al Literacy

1.

2.

Regulatory Compliance

o EU Al Act requirements for high-risk Al systems

o Growing global regulatory landscape

o Mandatory Al literacy programs for developers and deployers
Risk Mitigation

o Preventing costly Al failures and incidents
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o Protecting against reputational damage
o Ensuring system reliability and safety
3. Stakeholder Expectations
o Consumer demands for Al transparency
o Supply chain partner requirements
o Investor and regulatory scrutiny
4. Competitive Advantage
o Most Important: Enabling faster, better, and more efficient innovation
o Building sustainable Al capabilities
o Creating differentiation through responsible Al use

3. Nemko Digital's Al Trust Framework

Comprehensive Al Trust Services

Nemko Digital operates on two primary tracks:
Product-Level Al Trust:

e Global market access for Al-embedded products
e Al Trust Mark certification program

e Compliance with international Al regulations

e Quality assurance for Al-powered products and services

Organizational Al Trust:

Al management system implementation (ISO 42001)

Al governance tooling and model monitoring

Workforce capability development (Al literacy focus)
Strategic advisory services using proprietary maturity model

The 8-Pillar Al Maturity Model

Overtoom referenced Nemko's comprehensive maturity model, highlighting People & Culture
as one of eight critical elements for Al organizational success:

1. Strategy & Governance
2. People & Culture (Al Literacy Focus)
3. Risk Management
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Data Management

Technology & Infrastructure

Model Development & Deployment
Monitoring & Maintenance
Stakeholder Engagement

© N OA

4. The 4-Step Al Literacy Methodology

Step 1: Leadership Awareness & Strategic Foundation
Objective: Secure executive commitment and establish organizational direction
Key Activities:

Executive Workshops: 1-day intensive sessions with senior leadership
Al Maturity Assessment: Comprehensive organizational evaluation using the 8-pillar
model

e Capability Framework Development: Defining organizational Al principles and ethical
standards

e Strategic Direction Setting: Establishing Al vision, values, and governance approach

Critical Success Factors:

e Cultural Change Leadership: Al literacy requires organizational transformation that
must be driven from the top

e Values Alignment: Connecting Al initiatives with existing organizational culture and
principles

e Resource Commitment: Ensuring adequate budget and time allocation for program
success

Leadership Workshop Content Areas:

Al fundamentals and business implications

Risk assessment and mitigation strategies

Ethical frameworks and responsible Al principles
Regulatory landscape and compliance requirements
Strategic Al implementation roadmaps
Organizational change management for Al adoption

Why Start with Leadership:
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"If the leadership is not committed and supporting it, it will never become a success.
Al literacy is about cultural change and bringing new ways of working throughout
the organization.”

Step 2: Role Definition & Capability Mapping
Objective: Create comprehensive framework defining who needs what Al knowledge
Core Role Categories (Minimum Framework):

Leadership - Strategic oversight and governance responsibilities
Product Owners - Responsible for Al-embedded products and services
Al Users - Staff members utilizing Al tools in their daily work

Al Developers - Technical teams creating and implementing Al systems

»ownh =

Extended Role Framework Examples:

Al Governance Officers - Compliance and risk management specialists
Data Scientists - Advanced analytics and model development experts
Business Analysts - Al requirements and impact assessment specialists
Customer Support - Front-line Al interaction management

Legal & Compliance - Regulatory and contractual Al oversight
Procurement Specialists - Al vendor evaluation and selection

Capability Definition Process:
The methodology emphasizes that different roles require different Al competency levels:

Leadership Capabilities: Ethics, responsibility, strategic oversight, risk governance
Developer Capabilities: Fair model building, robustness testing, bias detection,
technical implementation

User Capabilities: Effective tool utilization, output validation, limitation recognition
Product Owner Capabilities: Al integration planning, performance monitoring, user
experience optimization

Implementation Framework:

e Role-Specific Requirements: Tailored competency expectations for each
organizational role
Capability Overlap Management: Recognition that some skills span multiple roles
Progressive Mastery Levels: Introduction of skill level progressions (Level 1-5) to
prevent overwhelming participants
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e Organizational Customization: Adaptation based on company size, industry, and Al
maturity

Critical Success Factor: This step is identified as the most fundamental component of Al
literacy program design, requiring thorough mapping exercises and stakeholder alignment.

Step 3: Learning Program Design & Implementation
Objective: Create comprehensive, scalable training ecosystem
Multi-Modal Learning Approaches:

Formal Learning Channels:

Workshops & Seminars: Interactive group learning sessions

Webinar Series: Scalable remote learning opportunities

E-Learning Modules: Self-paced digital courses

External Coursework: Leveraging university and platform courses (Coursera, edX)
Technology Certifications: Vendor-specific Al tool certifications

Professional Development: Industry conference attendance and networking

Informal Learning Support:

Knowledge Hubs: Centralized Al information repositories

Expert Office Hours: Regular access to Al specialists

Peer Coaching Programs: Cross-functional knowledge sharing
Champion Networks: Al enthusiasts supporting broader organization
Communities of Practice: Role-based learning groups

Mentorship Programs: Experienced Al practitioners guiding newcomers

Resource Optimization Strategy:

Overtoom emphasized leveraging existing external resources rather than building everything
internally:

"There are so many free courses available, very good courses from tech players,
universities, and learning platforms. You don't have to build things yourself."

External Resource Categories:

e Technology Company Training: Google Al, Microsoft Al, AWS Al courses
e University Programs: MIT, Stanford, Carnegie Mellon Al curricula
e Online Platforms: Coursera, edX, Udacity specialized Al tracks
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e Professional Associations: Industry-specific Al learning resources
e Open Source Communities: GitHub learning repositories and tutorials

Progressive Mastery Implementation:

Level-Based Progression: Participants can advance through competency levels (1-5)
Role-Appropriate Depth: Not everyone needs expert-level knowledge

Voluntary Advanced Learning: Enthusiasts can pursue higher levels

Flexible Pacing: Accommodating different learning speeds and schedules

Step 4: Organizational Integration & Sustainability
Objective: Embed Al literacy into permanent organizational operations
Transition from Program to Process:

HR Integration: Transferring responsibility from project teams to human resources
Onboarding Integration: Including Al literacy in new employee orientation
Performance Management: Incorporating Al competencies into job descriptions and
reviews

Career Development: Creating Al skill advancement pathways

Continuous Learning: Adapting to rapidly evolving Al landscape

Ongoing Program Elements:

Regular Content Updates: Keeping pace with Al advancement

New Employee Training: Ensuring consistent organizational Al literacy
Advanced Skill Development: Supporting continuous learning and specialization
Cross-Functional Collaboration: Maintaining knowledge sharing networks
External Trend Monitoring: Staying current with industry developments

Measurement and Optimization Framework:
Quantitative KPls:

Participation Rates: Percentage of target audience engaging with programs
Completion Rates: Training and certification completion statistics
Certification Achievement: Professional Al credentials earned
Time-to-Competency: Speed of skill development across roles

Program ROI: Cost-benefit analysis of literacy investments

Qualitative Indicators:



N

Nembko Digital

Confidence Assessments: Self-reported Al comfort and competency levels
Knowledge Application: Real-world Al tool adoption and effective usage
Cultural Integration: Al consideration in decision-making processes
Innovation Metrics: Al-driven improvement and innovation initiatives

Risk Reduction: Decrease in Al-related incidents and issues

Advanced Success Metrics:

Cross-Functional Collaboration: Increased Al project success rates
Business Impact: Revenue and efficiency gains from Al initiatives
Talent Retention: Reduced turnover in Al-capable workforce

Market Position: Competitive advantage through Al literacy

5. Advanced Implementation Considerations

Ecosystem Extension Strategy

Overtoom introduced the concept of extending Al literacy beyond internal organizational
boundaries:

External Stakeholder Categories:

Customers/Clients - Understanding Al-powered products and services
Suppliers/Vendors - Ensuring Al quality and compliance in procurement
Business Partners - Collaborative Al development and deployment

Regulatory Bodies - Demonstrating organizational Al competence
Community/Society - Contributing to broader Al literacy initiatives

Academic Institutions - Research collaboration and talent pipeline development

S

Strategic Benefits of Ecosystem Approach:

Value Chain Optimization: Improved Al implementation across business relationships
Risk Distribution: Shared understanding reduces systemic Al risks

Innovation Acceleration: Collaborative Al development with knowledgeable partners
Market Differentiation: Leadership in responsible Al adoption

Regulatory Advantage: Proactive compliance and industry leadership

Overcoming Implementation Challenges

Common Resistance Patterns:
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Time Constraints: "l don't have time for Al training"

Relevance Questions: "How does this apply to my role?"
Technical Intimidation: Fear of complex Al concepts

Change Fatigue: Resistance to additional learning requirements
Resource Competition: Al literacy competing with other priorities

Mitigation Strategies:

Protected Learning Time: Managers allocating dedicated training hours
Classroom Reservations: Scheduled, interruption-free learning sessions
Role-Specific Content: Tailored training addressing specific job functions
Gradual Introduction: Progressive complexity to prevent overwhelm
Leadership Modeling: Executives demonstrating Al learning commitment

Management Readiness Assessment:
High Understanding Areas:

e Use Case Identification: Business leaders typically have strong Al application ideas
e Strategic Vision: Understanding of Al potential for competitive advantage
e Market Awareness: Recognition of Al trends and competitor activities

Knowledge Gap Areas:

Technical Implementation: Limited understanding of Al development processes
Risk Management: Insufficient awareness of Al-specific risks and controls
Governance Requirements: Lack of knowledge about Al compliance and oversight
Security Implications: Understanding of Al-specific cybersecurity concerns

Critical Success Factor: Designation of specific management accountability for Al literacy
program success.

6. Getting Started: Practical Implementation Pathways

Entry-Point Options
Strategic Workshop Approach:

e Duration: 1-day intensive session
e Participants: Senior management and key Al stakeholders
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e Outcomes: Al vision, ethical framework, program direction
e Investment: Low-risk, high-impact starting point

Organizational Assessment Route:

Tool: Al Maturity Model evaluation

Scope: Comprehensive organizational Al readiness analysis
Benefits: Data-driven program design and priority setting
Timeline: 2-4 weeks for complete assessment

Full Program Implementation:

Scope: Complete 4-step methodology implementation
Timeline: 6-12 months for full deployment

Investment: Comprehensive organizational transformation
Outcomes: Sustainable Al literacy capabilities

Resource Requirements
Internal Resource Allocation:

Executive Sponsorship: Senior leadership time and commitment
Program Management: Dedicated project coordination

Subject Matter Experts: Al-knowledgeable internal champions
HR Partnership: Learning and development infrastructure

IT Support: Platform and tool implementation

External Expert Partnership:

Strategic Consulting: Methodology adaptation and customization
Content Development: Specialized Al literacy curriculum
Training Delivery: Expert facilitation and instruction

Assessment Tools: Maturity models and evaluation frameworks
Ongoing Support: Program optimization and updates

7. Key Insights and Recommendations

Strategic Recommendations
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Start with Leadership: Secure executive commitment before launching broader
programs

Invest in Role Mapping: The capability definition phase is the most critical foundation
element

Leverage External Resources: Utilize existing high-quality Al training rather than
building from scratch

Think Ecosystem-Wide: Consider extending Al literacy to key business partners and
stakeholders

Plan for Sustainability: Design programs that transition from projects to permanent
organizational capabilities

Critical Success Factors

Executive Accountability: Clear ownership and responsibility for Al literacy success
Cultural Integration: Connecting Al literacy with existing organizational values and
culture

Progressive Implementation: Avoiding overwhelming participants with graduated
complexity

Continuous Evolution: Building adaptability for rapidly changing Al landscape
Measurement Focus: Implementing clear KPIs and regular program assessment

Common Pitfalls to Avoid

Technical-Only Focus: Neglecting governance, ethics, and business application
aspects

One-Size-Fits-All: Failing to customize content for different organizational roles
Leadership Disconnect: Launching programs without sufficient executive
understanding and support

Resource Underestimation: Inadequate time and budget allocation for comprehensive
implementation

Static Programming: Creating rigid programs that don't adapt to Al evolution

8. Future Outlook and Next Steps

Industry Trends Shaping Al Literacy

Regulatory Acceleration: Increasing global Al compliance requirements
Business Integration: Al becoming essential for competitive advantage
Workforce Evolution: Al literacy becoming a fundamental professional skill
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Risk Sophistication: Growing understanding of Al-specific risks and mitigation
strategies
Stakeholder Expectations: Increasing demands for Al transparency and responsibility

Recommended Action Items

Immediate (Next 30 Days):

Assess current organizational Al literacy levels

Identify key stakeholders and potential executive sponsors
Review existing Al initiatives and training resources
Evaluate regulatory compliance requirements

Short-term (Next 90 Days):

Conduct leadership awareness workshop

Begin role and capability mapping exercise

Research external training resources and partnerships
Develop preliminary program timeline and budget

Medium-term (Next 6-12 Months):

Implement comprehensive 4-step Al literacy program
Launch training initiatives across identified role categories
Establish measurement systems and KPI tracking

Begin ecosystem extension planning

Long-term (12+ Months):

e Transition to sustainable organizational capabilities

e Continuously update content and approaches

e Expand to ecosystem partners and stakeholders

e Measure and optimize program effectiveness
Conclusion

This webinar provided a comprehensive, actionable framework for building organizational Al
literacy that extends far beyond basic technical training. Bas Overtoom's 4-step
methodology—Leadership Awareness, Role/Capability Definition, Learning Program Design,
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and Organizational Integration—offers organizations a proven pathway for developing
sustainable Al capabilities.

The key insight that Al literacy encompasses technical knowledge, risk awareness, ethical
considerations, and business application capabilities provides a holistic foundation for
organizational Al success. By starting with leadership commitment, investing heavily in role and
capability mapping, leveraging external resources, and planning for long-term sustainability,
organizations can build Al literacy programs that not only ensure compliance but create
competitive advantage through responsible and effective Al adoption.

For organizations ready to begin this journey, Nemko Digital offers consultation services to
adapt this methodology to specific organizational needs and contexts. The framework's flexibility
allows for customization across industries, company sizes, and Al maturity levels while
maintaining the core principles that drive successful Al literacy implementation.

For more information about implementing Al literacy programs in your organization, connect with
Nemko Digital through their consultation services or join their LinkedIn community for ongoing
Al governance insights and best practices.
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