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Mastering Digital ISO Standards for Al
and Data - Webinar Report

Executive Summary

This webinar report summarizes the key findings from the Nemko Digital webinar,
"Introduction to Al and Data ISO Standards."” The session provided a critical overview of
the evolving landscape of artificial intelligence (Al) governance and detailed the
strategic importance of adopting formal standards, particularly ISO 42001, the new
standard for Al Management Systems (AIMS). The primary takeaway for leadership is
that a structured approach to Al governance is no longer optional but a core business
imperative for managing risk, ensuring compliance, and securing a competitive
advantage.

The Growing Complexity of Al Governance

The webinar began by establishing the context for why Al standards are more
critical than ever. Dr. van der Laan explained that the confluence of several
powerful trends has created a challenging environment for organizations. These
factors include the exponential speed of innovation in Al, a constantly evolving
regulatory landscape with over 17 significant EU regulations alone, a changing tech
stack driven by generative Al, the pervasive integration of Al into everyday
products, the proliferation of multiple overlapping standards from bodies like ISO,
IEC, and IEEE, and the nuanced complexities of human-Al interaction. This
intricate environment necessitates a structured approach to governance, making
standards an essential tool for navigating the journey toward trustworthy Al.
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Description

The rapid development of new Al models and capabilities
requires robust frameworks to manage risks and ensure
quality.

A growing number of international and regional regulations
(e.g., EU Al Act) mandate compliance, for which standards
provide a path.

The rise of Generative Al introduces new and enhanced
capabilities that demand updated governance and testing
protocols.

The embedding of Al in physical products and critical
systems expands the scope of risk and the need for safety
and reliability standards.

The existence of numerous standards from different
organizations creates a complex web that can be difficult for
companies to navigate.

Ensuring that Al systems are used responsibly and ethically
requires clear guidelines and guardrails for human oversight.

A Universe of Interconnected Standards

Dr. van der Laan presented a visual map of the "ISO Al Standards Universe,"
categorizing key standards to illustrate their relationships. This universe is not a
collection of isolated documents but an interconnected system designed to work in
harmony. The central pillar is Management Systems, which includes not only ISO
42001 (AIMS) but also ISO 27001 (Cybersecurity) and ISO 27701 (Privacy
Information). These are supported by several other critical domains:
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e Al Lifecycle Processes: Standards like ISO/IEC 5338 and 25059 that govern the
entire lifecycle of Al systems from conception to retirement.

e Data Management: A crucial area covering master data, data quality (ISO/IEC
25012, 25024), and ML data quality (ISO/IEC 5259).

e Policies and Organization: Standards for the governance of data (ISO/IEC
38505) and Al (ISO/IEC 38507).

e Risk Management: Frameworks for managing Al-specific risks (ISO/IEC 23894)
and ensuring functional safety (ISO/IEC TR 5469).

This interconnectedness allows organizations to build upon existing certifications,
such as ISO 27001, to streamline the adoption of ISO 42001.

Deep Dive: ISO 42001 - The Al Management System

CA Gurunandan Savnal provided a detailed walkthrough of ISO 42001, the
cornerstone standard for managing Al systems. He emphasized that it provides a
structured framework for organizations to responsibly manage the entire Al
lifecycle. The standard is built on a high-level structure harmonized with other ISO
management systems, making it easier for certified organizations to adopt.

The core of ISO 42001 is its set of annexes, which outline specific controls and
objectives for an effective AIMS. Mr. Savnal summarized the key control families:

Annex Control Focus

A2 Policies: Establishing clear, organization-wide policies for Al
development and use.

A.3 Internal Organization: Defining roles, responsibilities, and the internal
structure for Al governance.

A4 Resources for Al System: Managing resources including data, tools,
computing power, and human expertise.

A.5 Assessing Impacts of Al Systems: Evaluating the potential societal,
ethical, and environmental impacts of Al.
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A.6 Al System Lifecycle: Implementing a structured lifecycle process from
design and development to deployment and decommissioning.

A7 Data for Al Systems: Ensuring data quality, provenance, and suitability
for Al applications.

A.8 Information for Stakeholders: Providing transparency to users,
customers, and other stakeholders.

A.9 Use of Al Systems: Defining acceptable use and ensuring responsible
application of Al technologies.

A.10 Third-party Relationships: Managing risks associated with the entire
supply chain, including vendors and partners.

Mr. Savnal noted that ISO 42001 contains over 30 references to other standards,
making it an overarching framework that integrates best practices from various
domains. He stressed that its adoption is rapidly becoming a "ticket to trade," with
many organizations now requiring it in RFPs.

The Path to Implementation and Certification

Dr. van der Laan outlined a pragmatic, phased approach for implementing an AIMS
and preparing for ISO 42001 certification. The journey begins with education and
assessment and progresses toward full-scale deployment and continuous
improvement.

1. Training and Awareness: The crucial first step is to educate teams across the
organization about the principles of Al governance and the specifics of ISO
42001. This ensures buy-in and a common understanding of the objectives.

2. Gap Assessment: Organizations should conduct a thorough assessment to
compare their existing processes against the requirements of the standard. This
helps identify gaps and creates a clear baseline for action.

3. Process Deployment: Based on the gap assessment, new processes and
policies are developed and deployed. This may involve strengthening existing
controls or implementing entirely new ones.
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. Certification and Audit Support: This phase involves pre-certification internal

audits to validate readiness before the formal certification audit. It is also the
stage where organizations should consider implementing specialized Al
governance tooling to automate evidence collection and streamline compliance
management.

Audience Q&A and Key Takeaways

The webinar concluded with an interactive Q&A session that addressed several
practical concerns from the audience:

Leveraging Existing Certifications: An audience poll revealed that while 70% of
attendees' organizations were certified for ISO 9001 and 40% for ISO 27001,
only 5% were certified for ISO 42001. Mr. Savnal confirmed that having an
existing management system provides a significant advantage, as the
harmonized structure allows organizations to "piggyback" on established
processes for leadership, continual improvement, and documentation.
Certification Timeline: When asked about the time it takes to get certified, Dr. van
der Laan stated that while "it depends," a typical timeline is 3 to 6 months for an
organization with a reasonable starting point and mature practices. For those
starting from scratch, the process can be longer. Mr. Savnal added that the
fastest he has seen is three months for a large company.

Managing Costs in Large Organizations: For large corporations, Mr. Savnal
recommended exploring group certifications where feasible, as this can
significantly reduce costs. He advised a strategic approach, starting with the
most critical standards and entities to gain leverage, and then expanding the
scope over time.

Life After Certification: The journey does not end with certification. The panel
emphasized that the post-certification phase is about baselining, maintaining,
and embedding the processes into the organizational culture. This involves
continuous monitoring, preparing for annual audits, and planning a 3-year
roadmap for maturing the AIMS and incorporating additional ancillary standards.
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Conclusion: Building a Future of Trustworthy Al

The "Introduction to Al and Data ISO Standards" webinar provided invaluable
insights for any organization looking to harness the power of Al responsibly. The
key takeaway is that standards like ISO 42001 are not merely a compliance
exercise but a strategic imperative for building trust, managing risk, and unlocking
the full potential of Al. By adopting a structured, phased approach and leveraging
the interconnected universe of ISO standards, organizations can build a robust Al
Management System that fosters innovation while ensuring accountability and
transparency.

For attendees looking to take the next step, Nemko Digital is offering a special
opportunity for a complimentary 3-hour ISO 42001 training session. Interested
parties can learn more and register at the following offer page:

ISO 42001 Training Offer


https://digital.nemko.com/iso-42001-training
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