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In 2025, the harmonized standard EN18031 was
published, providing a basis for presumption of
conformity (with restrictions). Over the last few years,
manufacturers have invested significantly in proving
conformity.

In the meantime, the Cyber Resilience Act ((EU)
2024/2847) was passed, putting forward requirements
for products with digital elements; leaving many
manufacturers wondering how to pursue an incremental
approach to conformity.

The original Radio Equipment Directive (EU directive
2014/53/EU) was passed in 2014 and became fully
applicable in 2017. This was is a world that was much
different from today. Cyber threats have become more
aggressive: faster, more sophisticated, and more
ruthless. And a brief glance at the capabilities of AI (e.g.
Anthropic's Project Glasswing) demonstrate that this
development is not slowing down anytime soon.

In 2022, RED Cyber ((EU) 2022/30) was passed as a
delegated reguation, effective 1 August 2024,
introducing cybersecurity obligations for internet-
connected radio devices. In particular:

The equipment must not harm networks or misuse
resources.
The equipment must safeguard personal data and
privacy.
The equipment must be protected against fraud.

​​As the EU Cyber Resilience Act (CRA) moves toward full applicability, many of our
clients (especially ​As the EU Cyber Resilience Act (CRA) moves toward full applicability,
many of our clients (especially those already aligned with the Radio Equipment Directive
(RED) and the EN18031 standard for internet radio equipment) are asking a practical
question:

| How much of this work can we reuse, and what really changes?

This article highlights key areas in the transition from RED to CRA, understanding the
role of standards, and handling products with critical components.
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Manufacturers that have already implemented EN 18031
under RED are in a strong starting position. The RED
Delegated Regulation (2022/30) introduced
cybersecurity requirements focused on radio equipment.

The CRA builds on similar principles, but significantly
broadens scope of applicability and depth of obligations.

What you can reuseFrom RED (EN 18031) to
CRA: What Changes?

If you are RED-compliant using EN 18031, you already have:

A risk-based cybersecurity approach
Product-level security requirements embedded by
design
A technical documentation and conformity assessment
processes
Some vulnerability considerations
Some supply chain considerations

TThese elements provide a good start towards CRA
“essential cybersecurity requirements” and evidence on
these points will contribute to CRA compliance on these
elements, but will not be sufficient.

Disclaimer: as of this writing (May 2026), there are no
harmonized standards for CRA yet and notified bodies have
not yet been appointed. 

https://digital.nemko.com/cra-cyber-resilience-act-compliance
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In several ways, the CRA goes beyond RED Cyber:

1.Lifecycle responsibility: Where RED is largely
focused on compliance at market placement, CRA
introduces additional continuous obligations,
including vulnerability handling and security updates
throughout the expected product lifetime.

2.Vulnerability management & reporting: Mandatory
policies and processes for vulnerability handling
(intake, triage, disclosure) and reporting in CRA go
beyond what is expected under RED.

3.Supply chain depth: The CRA elevates the RED
requirement to the obligation to an appropriate level
of due diligence based on a well maintained machine
readablesoftware bill of materials (SBOM).

4.Secure development practices: Where RED puts
forward specific requirements that affect specific
elements of the Software Development Lifecycle
(SDLC), CRA requires secure practices across.

5.Documentation: When it comes to component
transparency and dependency management, CRA is
much more explicit than RED.

RED compliance gives you a strong technical foundation,
but CRA requires additional operationalization, lifecycle
governance, and supply chain maturity.

Navigating emerging
standards

Horizontal and vertical
standards

What you still need 
to add

Understanding how standards will work under CRA is
critical for planning. Various standards are currently in
different stages of the development process. Nonetheless it
is valuable to provide an early perspective on how these
standards will work.

Horizontal standards are cross-sector standards that apply
broadly across product categories. Horizontal standards
provide a baseline of reusable building blocks to
demonstrate compliance with CRA essential requirements.
Elements like a secure SDLC, vulnerability management,
and encryption standards will (likely) be covered by
horizontal standards.

Vertical standards are product- or sector-specific
standards. Vertical standards translate CRA requirements
into context-specific implementations, addressing specific
risks in certain product classes. Draft standards for various
products like smart home virtual assistants, browsers, and
network management systems are currently already
available.

Where horizontal standards cover primarily organizational
and process maturity, vertical standards provide
expectations for product-specific compliance. Together
they provide a definition of done for companies seeking to
prove conformity. 
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https://digital.nemko.com/standards/iso-iec-27001
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Products and components
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A common misconception is: “If my product contains a
critical component, my product automatically becomes
critical." This is not how CRA works. What matters is the
core functionality of the product: Does the product itself
perform a security-sensitive role? Is it widely deployed
in a high-impact environment?

An operating system is a Important Class I product.
However, a smartphone containing an operating system
(Android, iOS) does not have operating system as its
core functionality and is considered Default product.

Default products
Important products Class I
Importanct products Class II
Critical products

The product category reflects the importance of the
product for cyber security. for example: smartcards are
Critical, passwordmanagers Important class I, and
consumer electronics typically Default.

The way to Demonstrate conformity differs by product category

Critical products¹ Important products¹ Default products

Hardware devices with 
security boxes
Smart meter gateways 
within smart metering 
systems
Smartcards

Identity management systems
Browsers
Password managers
Malware protection software
VPN products
Network management systems
SIEM systems
Boot managers
Key/certificate issuance software
Network interfaces
Operating systems
Routers, modems and switches
Microprocessors with security function
Microcontrollers with security function
ASIC & FPGA with security function
Smart home GP VAs
Smart home products with security 
functionalities
Internet connected toys
Personal wearables for health monitoring

Hypervisors and container runtime systems
Firewalls
Tamper- resistant microprocessors
Tamper- resistant microcontrollers

All the rest

“Important products with digital elements as referred to in this Regulation should be 
understood as products which have the core functionality of a category of important 
products with digital elements.”

CRA, recital 45

Class I Class II

¹ Implementing regulation (EU) 2025/2392 provides the official technical description of the categories of important 
and critical products with digital elements, as required by the CRA.

© 2026 All rights reserved by Nemko Digital: content and materials are not to be distributed or shared without 
prior permission.

Figure 1: CRA product categories differ by conformity route. Manufacturers should assess whether the product’s core functionality places
it in the default, important, or critical category before defining the evidence and conformity path.
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With deadlines for CRA compliance fast approaching, it is
important to create clarity on where you stand and what the
essential steps to take are, towards conformity with the
September 2026 and December 2027 deadlines.

Do you need support, or do you want to validate your thinking?
Reach out to our experts!

Your next move

Figure 2: Product category determines the route to conformity. Critical and Important Class II products may require third-party
involvement, while other products may follow internal control where the relevant conditions are met.

https://digital.nemko.com/insights/six-steps-to-prepare-for-the-cyber-resilience-act
https://digital.nemko.com/cra-compliance-roadmap
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